State of California

DEPARTMENT OF WATER RESOURCES California Natural Resources Agency

JOB DESCRIPTION AND POSITION CLASSIFICATION

CLASSIFICATION DWR POSITION NUMBER SAP POSITION NUMBER MCR

Senior Control Engineer, Specialist 2123-3652-x9x 50054276 I

APPOINTEE SAP PERSONNEL NO. DIVISION/SECTION

Vacant O&M/OCO/Control Sys/POC Controls Eng Section

COLLECTIVE BARGAINING IDENTIFIER

Management Related BU: Supervisory Related BU: Confidential Related BU: Rank and File BU:
09
RESPONSIBILITIES EXERCISED IMMEDIATE SUPERVISOR (Print) SUPERVISOR'S CLASSIFICATION
[ Supervisory [ Lead Person Tom Ciszewski Supervising Control Engineer
APPROVED BY (Personnel Analyst's Name) DATE
Donna Aguilar 09/21/2011
Pe_rl_(i:;enrg of Activity

POSITION SUMMARY
Under general direction from the Branch Chief, the Control Systems Senior Specialist
independently conducts extremely difficult and complex engineering support needed to assure
continued effective operation of the State Water Project POC Control Systems and services closely
associated with it. These systems include Development, Quality, and Production services and
applications for Supervisory and Plant Control and Data Acquisition Systems, Remote Intelligent
Gateways, and POC Mapboard. Provides guidance and coordination of project and maintenance
activities of technical staff allocated in cooperation with section supervisors and System Support
Office as may be needed to meet the objectives stated below.
ESSENTIAL DUTIES
This position requires that the incumbent work cooperatively with others; maintain, regular,
consistent, predictable attendance; exercise good judgment and possess good written and oral
communications skills.

30% Administer the Branch Quality Assurance program overseeing the uniform application and
deployment of standards and guidelines across all Control System Branch Sections. Ensure
thorough documentation for design, implementation, and testing is created, updated, maintained
and accessible. Establish and maintain written quality management procedures, systems, and
documentation to ensure delivered systems and services are performed in a reliable, efficient,
consistent manner, and in compliance with regulatory requirements including CIP.

SUPERVISOR'S STATEMENT: I HAVE DISCUSSED THE DUTIES OF THE POSITION WITH THE EMPLOYEE.
SUPERVISOR'’S NAME (Print) SUPERVISOR’S SIGNATURE DATE
Tom Ciszewski >
EMPLOYEE'S STATEMENT: | HAVE DISCUSSED WITH MY SUPERVISOR THE DUTIES OF THE POSITION AND HAVE
RECEIVED A COPY OF THE DUTY STATEMENT.
EMPLOYEE'S NAME (Print) EMPLOYEE'S SIGNATURE DATE
>
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30% Provide technical expertise and oversight of Security Policies and procedures. Responsible for

maintaining accurate documentation and evidence for Branch Change Control and Configuration
Management. Act as a Branch SME with EMS and the RSO relating to Security. Provide technical
direction and oversight to processes and procedures that implement and maintain Branch security
policy including Federal Reliability Standards such as CIP. Regularly participate in weekly Control
System Branch meetings to share information. Present to management on issues,
recommendations or risks associated with QA or Security relating to the control systems and
associated equipment.

20% Develop difficult and complex change proposals, including hardware and software scope of work
and requirements, schedules, labor and material budgets, work plans, and test requirements. For
selected projects, supervise technical teams assigned by the Branch or Office and, if applicable,
labor obtained under contract to accomplish the technical development and implementation of
changes.

10% Investigate difficult and complex technical problems encountered during operation of the SWP
supervisory and plant control systems. Meet with Dispatchers, Operators, Maintenance and
Control Engineers as needed to discuss circumstances, determine probable causes of problems
that have occurred, and document findings with corrective recommendations. Develop test
scenarios as may be required to confirm hypothesis, and supervise participants in the conduct of
such tests. Document design and implementation actions for instituting corrective measures.

5% Stay current with Best Business Practices and NERC Reliability Standards in relation to Quality
Management and Security for CSB for further analysis by respective groups. Prepare
presentations, coordinate meetings with other DWR staff. Maintain a working knowledge of the
NERC Reliability Standards relating to Control Systems and associated Critical Cyber Assets.

5% Assist Control Technicians and Control Engineers with restorative actions as needed to return
Supervisory and Plant Control systems to normal operations following hardware or software
failures. Drive on public roadways to attend meetings.
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OTHER REQUIREMENTS

Must work well with others and follow established safety procedures inherent in the job as
assignments will include working in project/group work environments in an open office area.

Thorough understanding of field instrumentation (process monitoring transducers/sensors) and
field actuators and control devices. Basic understanding of Windows Server and Workstation
operating systems. Thorough knowledge of all or some of the following: C/C++, database
structures, MS SQL, Reporting Services, and SharePoint, IEC 61131 programming standards,
and/or other high level languages.

Strength and ability to move up to 25 pounds. Must have stamina and ability to bend, kneel, and
climb stairs while carrying equipment. SWP facility tasks involve traveling by car or air to the field
divisions, and include overnight stays in hotels/motels. Must possess a valid Class C California
Driver's License, as travel throughout the State will be required. Ability to see clearly with normal
or corrected vision and distinguish colors as the computer screens are color-coded indicating
either a function or action. The POC is a 24/7 operations center and as such the incumbent must
be able to occasionally work outside normal business hours.

This position is required by the Department to file annual Statement of Economic Interests Form
700. In addition, this position has frequent access to areas designated as containing critical cyber
assets in accordance with North American Electric Reliability Corporation (NERC) reliability
standards and therefore a satisfactory background check is required prior to appointment and
every seven years thereafter.
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30%
	activity: POSITION SUMMARY
Under general direction from the Branch Chief, the Control Systems Senior Specialist independently conducts extremely difficult and complex engineering support needed to assure continued effective operation of the State Water Project POC Control Systems and services closely associated with it.  These systems include Development, Quality, and Production services and applications for Supervisory and Plant Control and Data Acquisition Systems, Remote Intelligent Gateways, and POC Mapboard.  Provides guidance and coordination of project and maintenance activities of technical staff allocated in cooperation with section supervisors and System Support Office as may be needed to meet the objectives stated below.

ESSENTIAL DUTIES
This position requires that the incumbent work cooperatively with others; maintain, regular, consistent, predictable attendance; exercise good judgment and possess good written and oral communications skills.  

Administer the Branch Quality Assurance program overseeing the uniform application and deployment of standards and guidelines across all Control System Branch Sections. Ensure  thorough documentation for design, implementation, and testing is created, updated, maintained and accessible. Establish and maintain written quality management procedures, systems, and documentation to ensure delivered systems and services are performed in a reliable, efficient, consistent manner, and in compliance with regulatory requirements including CIP.
	classification: Senior Control Engineer, Specialist
	appointee: Vacant
	dwr position number: 2123-3652-x9x
	sap personnel no: 
	sap position number: 50054276
	division: O&M/OCO/Control Sys/POC Controls Eng Section
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5%
	activity2: Provide technical expertise and oversight of Security Policies and procedures. Responsible for maintaining accurate documentation and evidence for Branch Change Control and Configuration Management.  Act as a Branch SME with EMS and the RSO relating to Security.  Provide technical direction and oversight to processes and procedures that implement and maintain Branch security policy including Federal Reliability Standards such as CIP.  Regularly participate in weekly Control System Branch meetings to share information.  Present to management on issues, recommendations or risks associated with QA or Security relating to the control systems and associated equipment.

Develop difficult and complex change proposals, including hardware and software scope of work and requirements, schedules, labor and material budgets, work plans, and test requirements.  For selected projects, supervise technical teams assigned by the Branch or Office and, if applicable, labor obtained under contract to accomplish the technical development and implementation of changes.

Investigate difficult and complex technical problems encountered during operation of the SWP supervisory and plant control systems.  Meet with Dispatchers, Operators, Maintenance and Control Engineers as needed to discuss circumstances, determine probable causes of problems that have occurred, and document findings with corrective recommendations.  Develop test scenarios as may be required to confirm hypothesis, and supervise participants in the conduct of such tests.  Document design and implementation actions for instituting corrective measures.

Stay current with Best Business Practices and NERC Reliability Standards in relation to Quality Management and Security for CSB for further analysis by respective groups.  Prepare presentations, coordinate meetings with other DWR staff.  Maintain a working knowledge of the NERC Reliability Standards relating to Control Systems and associated Critical Cyber Assets.

Assist Control Technicians and Control Engineers with restorative actions as needed to return Supervisory and Plant Control systems to normal operations following hardware or software failures.  Drive on public roadways to attend meetings.

	percent 3: 
	activity3: OTHER REQUIREMENTS

Must work well with others and follow established safety procedures inherent in the job as assignments will include working in project/group work environments in an open office area.

Thorough understanding of field instrumentation (process monitoring transducers/sensors) and field actuators and control devices. Basic understanding of Windows Server and Workstation operating systems.  Thorough knowledge of all or some of the following: C/C++,  database structures, MS SQL, Reporting Services, and SharePoint, IEC 61131 programming standards, and/or other high level languages.

Strength and ability to move up to 25 pounds.  Must have stamina and ability to bend, kneel, and climb stairs while carrying equipment.  SWP facility tasks involve traveling by car or air to the field divisions, and include overnight stays in hotels/motels. Must possess a valid Class C California Driver's License, as travel throughout the State will be required.  Ability to see clearly with normal or corrected vision and distinguish colors as the computer screens are color-coded indicating either a function or action.  The POC is a 24/7 operations center and as such the incumbent must be able to occasionally work outside normal business hours.

This position is required by the Department to file annual Statement of Economic Interests Form 700.  In addition, this position has frequent access to areas designated as containing critical cyber assets in accordance with North American Electric Reliability Corporation (NERC) reliability standards and therefore a satisfactory background check is required prior to appointment and every seven years thereafter.
	supervisor name: Tom Ciszewski
	employee name: 


